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Name of the project 

 

AP15473412 “Creation of a method for identifying nodes for 

disseminating criminal information in social networks”  

(0122РК00937)     

Relevance 

 

Social networks have become an integral part of our daily lives. They 

are used not only by individuals and legitimate businesses, but also 

by organized groups such as activists and cybercriminals to spread 

their ideas. This represents a new source of intelligence collection as 

it provides an inside look at the behavior of these previously closed, 

secretive groups. One potential opportunity for this online data 

source is to use public messaging on social media to identify key 

users in such groups. 

The idea of the project is to develop an algorithm for identifying 

nodes distributing malicious content on social networks. This is 

especially important for law enforcement agencies who want to track 

or interrogate influential people in suspicious groups. 

Purpose 

 

The goal of the project is to create a method for identifying nodes for 

the dissemination of criminal information in social networks on the 

territory of the Republic of Kazakhstan. Research on social network 

analysis metrics that can help identify key players in organized 

groups, mainly activists. 

Objectives The objectives of the project are: 

1. Development of a machine learning model for detecting criminal 

information in social networks. 

2. Building of a user graph in social networks. 

3. Development of an algorithm for identifying nodes for 

disseminating criminal information in social networks. 

At the initial stage of the project, a dataset is created using a software 

module from public messaging based on keywords. Together with 

text data. 

The next step is to build a graph based on the collected data. User 

graphs will be built based on posts in groups and graphs based on 

comments under posts. The graphs were constructed using the 

matplotlib library. 

The last stage will be the development of an algorithm for identifying 

nodes distributing criminal information on social networks. 

Discovering influential nodes is a central research topic in social 

network analysis. Therefore, social network analysis metrics such as 

number of edges, number of vertices, graph density, average path 

length, Betweenness Centrality, Closeness Centrality, Degree 

Centrality and Chi Squared will be defined and analyzed. These 

properties are planned to be used in developing an algorithm for 

identifying the most influential nodes. 

Expected and achieved 

results 

 

Expected results: development of a machine learning model for 

detecting criminal information in online content, constructing a graph 

of users in social networks and developing an algorithm for 

identifying nodes for disseminating criminal information in social 

networks. 

Based on the results of the work, at least 2 (two) articles are planned 

in journals from the first three quartiles by impact factor in the Web 



of Science database or having a CiteScore percentile in the Scopus 

database of at least 50. 

The social significance of the project is associated with the creation 

of an algorithm for identifying nodes for the dissemination of 

criminal information in social networks for the domestic market. 

Since there is now a trend for monitoring social networks, there is a 

possibility of commercializing the results of the project. 

The target consumers of the results obtained are applied results in the 

form of methods and algorithms that can be used by authorized 

authorities to ensure information security and to combat criminal 

information. 
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